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Abstract—Highly reliable, low power and low area overhead
functional units are of high importance in critical digital systems
such as those required in defence applications, medical super-
visory equipment and other safety and security systems. The
occurrence of a fault in any part of such systems can impact
the performance of the entire system. In this new era, where
transistors employing current technologies are more vulnerable
to both permanent and transient errors, design for concurrent
error correction is required. For a 32 bit concurrent error
detecting adder with easy testability feature, error correction
circuit designs are proposed. The adder is testable under single
stuck-at fault model with only 10 input patterns. The proposed
adder is based on a 32 bit multi-block carry select adder.There
are many techniques to accomplish fault tolerance of adders at
the circuit level. In this project, hardware redundancy and time
redundancy are taken into account for error correction. Power,
area utilization and delay of adders are taken into account to
compare the performance.

keywords: Multi-Block Carry Select Adder, Fault Tolerant
Carry Select Adder, Hardware Redundancy, Time Redundancy.

I. INTRODUCTION

Advanced microelectronic technologies have made current
digital systems to become more vulnerable to errors. Compact
circuit design on a chip is advantageous in terms of noise
but it creates various problems in terms of reliability. Among
the arithmetic circuits, adder circuit act as the basic building
block for each design. For critical systems such as embedded
systems, concurrent detection of errors is important. And
hence fault tolerance of adders are crucial for the correct
operation of most systems[14].

The main aim of employing fault tolerance techniques is
to build reliable systems that will minimize the probability of
system failures with minimum cost overhead. This means that
the circuit must have the ability to detect as many faults as
possible while its design requires a high speed, minimum area
and reduced power overhead[5,6]. The adder to be proposed
is based on a 32-bit multi-block carry select adder. The multi-
block carry select adder calculates the sum result by selecting
a result from two candidates according to the actual value of
the carry input. One is by assuming O as the carry input and
the other is by assuming 1 as the carry input[15].

This paper is organized as follows: Section I gives an
introduction to this area. Section II deals with the design
of concurrent error detectable adder with easy testability
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followed by section III which discusses the fault correction
techniques. Section IV comes up with the proposed error-
correcting adder designs followed by section V showing the
obtained implementation results. Section VI concludes this

paper.

II. CONCURRENT ERROR DETECTABLE ADDER WITH
EASY TESTABILITY

For critical circuits, the first fault must be noticed before
a second fault occurs. If a second fault has occurred before
the first fault is found, then the concurrent error detectability
can be lost. Therefore, it is important for a concurrent error
detectable adder that it also has easy testability so that a fault
in it can be found easily. Any erroneous output of the adder can
be detected by comparing the parity of its sum result with the
predicted parity of sum output and comparing its duplicated
carry outputs. The adder is also testable with only ten patterns
under a single stuck-at fault model[1,13]. Section A shows
error detection based on parity prediction followed by Section
B, which discusses easy testability of the adder. Fig 1 shows
the design of block k of concurrent error detectable adder with
easy testability.
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Fig. 1. Design of block k of concurrent error detectable adder with easy
testability

A. Error Detection based on Parity Prediction

The process of detecting error can be performed either off-
line when the system is inactive, or online when the
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system is operational. The latter mode is referred to as
concurrent error detection. Continuous and concurrent error
detection is required for transient fault detection. The Off-
line checks usually include testing of the system by supplying
specific input test patterns to the components and analysing
the outputs. These types of checks have a high coverage but
are expensive in terms of time and resources, and so they
are rarely implemented as diagnostic checks. The operational
period for high availability requirement systems, such as Web
and database servers, is almost 100% of the time. For ensuring
the dependability of such systems concurrent error detection
becomes very important.

The parity prediction scheme has the advantage that it re-
quires the minimum hardware overhead. The parity predicting
logic will predict the correct parity for the output sum of the
adder using the parities of inputs X, Y and cin as in equation
1. The predicted parity of sum could then be compared against
the generated parity (which is the parity of generated adder
sum output) for checking the correctness of the adder outputs
[1,4,7]. Fig 2 shows a datapath circuit of the proposed adder
using parity-based error detection.

Predicted parity of sum,Ps = Px® Py ® Pcin (1)
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Fig. 2. Example of a datapath circuit of the proposed adder using parity-based
error detection.

In the adder, each adder block has two carry inputs cink
and cin’k. sk,0 will be erroneous if there is an error on
cink. Furthermore, the error on cink can also induce errors
on several other sum outputs. The output of an XOR or a
MUX’ affects only one sum or carry bit or the predicted
parity. Therefore, the effect of a fault in them is detected by
comparing the predicted parity of sum Ps with the generated
parity of the the sum output and comparing two carry outputs
cn and ¢’n of the adder.

B. Easy Testability

C-testability can be defined as a property of a circuit to
be testable with a constant size test set regardless of its bit-
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width. The adder described here is C testable, the property
which is also useful for testing during operation[3]. The adder
is testable with 10 input patterns under the single stuck-at
fault model, through designing test patterns. Each test pattern
is obtained by packing input patterns for testing the addition
blocks. A test set for a 32-bit adder consisting of four 8-bit
blocks is discussed in [1].

III. FAULT CORRECTION TECHNIQUES

Designing fault-tolerant adders are of great importance in
the process of reliable system design. At the circuit level,
there are many techniques to accomplish fault tolerance of
adders[2,8,9,12]. And some type of redundancies are always
associated with it: (a) hardware redundancy, (b) time redun-
dancy, (c) information redundancy, and (d) software redun-
dancy.

Hardware redundancy can be achieved by adding either mul-
tiple complete copies or even partial parts of hardware compo-
nents. This extra redundancy can be done at the transistor level,
gate level, functional unit level, architecture level, or even
at the system level. Time redundancy relies on executing the
same operation multiple times using the same hardware and
comparing the obtained results to discover the presence of any
faults[10,11]. In information redundancy, extra redundancy is
included or appended into the original data to detect or correct
faults. There are several schemes for information redundancy
such as parity bit addition, coding techniques and maintaining
reasonable Hamming distance. Software redundancy achieves
fault tolerance at the application level where fault tolerance
techniques can appear as multiple extra code lines, based on
some sort of replication over a single or multiple computers.

IV. CONCURRENT ERROR CORRECTING CARRY SELECT
ADDERS

Error-correcting carry select adder designs are proposed for
a concurrent error detecting adder with easy testability. The
proposed adder is based on a 32 bit multi-block carry select
adder. It receives parities of two operands in addition to the
operands and produces predicted parity of the sum result and
two carry outputs in addition to the sum result. Any erroneous
output of the adder by a fault modelled as a single stuck-at
fault is detected by parity checking and comparison of the
two carry outputs. Error correction is carried out based on
hardware redundancy and time redundancy schemes.

A. Hardware Redundancy

Hardware redundancy is provided by adding extra hardware
into the design to either detect or cover the effects of a failed
component. It can be used to overcome both permanent and
transient faults and has the lowest effect on the performance
of the system. However, it has significant penalties in terms
of area and power consumption.

Here dual redundancy based on Hardware redundancy is
considered for error correction as shown in fig 3. The select
lines for sum MUX and cout MUX are the AND gates
output from the two redundant concurrent error detecting adder
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Fig. 3. Error correction design based on Hardware Redundancy

circuits. If the first adder is found erroneous the second adder
output is selected from the MUXs and if the second one is
found to be wrong then the first output is selected. And if
both the adder outputs are erroneous then the result is pulled
down to zero.

The 32 bit concurrent Error-Correcting adder circuit consists
of 8 blocks each being a 4 bit adder. In the adder circuit,
manipulation has been induced using the manipulation bits
as mba, mbb, mbpxl, mbpx2, mbpyl and mbpy2. mba -
manipulation induced for the 8 blocks in first cedadder, mbb
- manipulation induced for the 8 blocks in second cedadder,
mbpx1 - manipulation induced for the parity of input value X
in first cedadder, mbpx2 - manipulation induced for the parity
of input value X in second cedadder, mbpyl - manipulation
induced for the parity of input value Y in first cedadder, mbpy2
- manipulation induced for the parity of input value Y in
second cedadder

A 32-bit concurrent error-correcting CSeA is designed based
on dual redundancy, which is a hardware redundancy method.
Even though manipulation bits are set to induce error into
the circuit, the sum and cout outputs are corrected ones. This
can be achieved by dual redundancy. If first adder is having
an error, then the second adder outputs are taken. Similarly
if second adder is having error, then the first adder output is
taken as the corrected one.

B. Time Redundancy

Time redundancy based fault-tolerance is achieved without
introducing too much hardware overhead and can be used
in applications where time is not critical. Time redundancy
relies on executing the same operation multiple times using
the same hardware and comparing the obtained results to
discover the presence of any faults. For fault detection, two-
time redundancy is adequate, while in fault correction it
requires at least three-time redundancy. Clearly, this method
almost has no area overhead, but it introduces a large delay
and can only overcome temporary or transient faults. Time
redundancy is useful in applications where time is of less
importance than hardware complexity.

ISSN (ONLINE):2456-5717

54

AA: SUM/COUT a
v— 8 D el
By —] Combinational cll—>p>
G logic
R out
5 g2 {MAJ—>
clic+d—*p>
D Q-
clk+2d—¥>

Fig. 4. Error correction design based on Time Redundancy

Majority voteroutput,out=a-b+b-c+c-a (2)

Time redundancy techniques rely on the advantage of the
transient fault by comparing the output signals at different
moments. As shown in fig 4, sum output from the concurrent
error detecting adder is given to three D flip flops at three
different periods each with d time gap. The outputs from these
will be given to a majority voter circuit to find the correct
output. Correct sum output and cout output are found using
this time redundant circuit. Majority voter output equation is
given in equation 2. Here the manipulation bit mba is set
to induce error. As three D flipflops are clocked at three
different periods, the error induced is not propagated. And
hence majority voter circuit output will be having the correct
value.

The area overhead in time redundancy comes from the
added sample flipflops. The basic concept of time redundancy
is that the same hardware will perform a single operation
at different intervals of time, and error can be detected by
comparing the outputs obtained at different time instances.

The performance penalty is given by clk+(N-1)d+tp, where
d denotes the expected duration of the transient pulse, N is
the number of latched times and tp is the majority voter delay.
Time redundancy is a desirable approach to fault-tolerance in
applications where speed is not critical. And as the technology
for high-speed circuits improved, time redundancy has become
practical for many systems where it was not possible before.

V. IMPLEMENTATION RESULTS

Concurrent error correcting 32 bit adders are designed based
on hardware redundancy and time redundancy. The adder
considered is a multi-block carry select adder. The designing of
circuit is done using verilog language in ModelSim and
synthesized using Xilinx ISE. Comparison is achieved in terms
of power,area and delay. Power is almost same for both adders.
Fig 5 represents area utilization of hardware redundancy and
time redundancy based concurrent error correcting circuits.
And fig 6 represents time delay of hardware redundancy and
time redundancy based concurrent error correcting circuits.
Results obtained are tabulated as below:

Vol.6, Issue.10, October 2020



International Journal of Advanced Research in Basic Engineering Sciences and Technology (IJARBEST)

Parameter Value
Number of 4 input LUTSs 407 out of 9312
Number of 10s 119 out of 232
Number of occupied slices | 243 out of 4656
Delay 15.519ns
TABLE T
VARIANTS OF HARDWARE REDUNDANCY BASED ERROR CORRECTING
CIRCUIT
Parameter Value
Number of 4 input LUTSs 204 out of 9312
Number of I0s 112 out of 232
Number of occupied slices 151 out of 4656
Delay 24.283ns
TABLE II

'VARIANTS OF TIME REDUNDANCY BASED ERROR CORRECTING CIRCUIT

VI. CONCLUSION

Error correcting designs for a 32 bit concurrent error detect-
ing carry select adder with easy testability is proposed. Any
erroneous output of the adder by a fault modeled as a single
stuck-at fault is detected by parity checking and comparison
of the two carry outputs. Error correction will be carried out
based on hardware redundancy and time redundancy schemes.
Hardware redundancy has the lowest effect on the performance
of the system and can be used to overcome both permanent and
transient faults. However, it has significant penalties in terms
of area and power consumption. Time redundancy techniques
rely on the advantage of the transient fault by comparing the
output signals at different moments. It is a desirable approach
to fault-tolerance in applications where speed is not critical.
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