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ABSTRACT 

           The proliferation of sophisticated cyber threats, particularly botnet-based attacks and multi-vector 

network intrusions, poses critical risks to modern computing infrastructure. Traditional signature-based 

Intrusion Detection Systems (IDS) are increasingly inadequate against polymorphic malware and zero-day 

exploits. This paper presents CyberGuard IDS, an AI-powered, multi-class network intrusion detection 

system engineered to classify network traffic flows into eight distinct categories: BENIGN, DDoS, 

PortScan, Botnet, BruteForce, WebAttack, Infiltration, and Heartbleed.  

 

             The system employs a dual-model machine learning architecture leveraging Random Forest as the 

primary classifier and XGBoost as a secondary validation model, both trained on the benchmark 

CICIDS2017 (Canadian Institute for Cybersecurity Intrusion Detection System 2017) dataset. A 

comprehensive feature engineering pipeline, encompassing data cleaning, class balancing, feature selection 

via importance ranking, and standardization, is implemented to maximize classification performance. The 

trained pipeline achieves 99.98% accuracy on the CICIDS2017 test partition, with near-perfect precision, 

recall, and F1-scores across all eight traffic classes.  

 

              A modern, cybersecurity-themed Flask web dashboard provides real-time single-flow prediction 

via REST API, batch CSV upload processing, feature importance visualization, confusion matrix display, 

and historical analysis logging with Chart.js-powered live analytics. This paper presents the system 

architecture, ML pipeline, feature engineering methodology, experimental evaluation, and future 

enhancement directions for Cyber Guard IDS. 
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INTRODUCTION 
 

             The contemporary digital ecosystem is under relentless assault from an expanding spectrum of cyber 

threats. Botnets — coordinated networks of compromised machines controlled by a threat actor via command-

and-control (C2) infrastructure — represent one of the most operationally versatile and economically damaging 

categories of cyber attack. Botnet-enabled campaigns have powered distributed denial-of-service (DDoS) attacks 

disrupting critical services, credential harvesting campaigns compromising millions of accounts, spam 

distribution networks, ransomware deployment operations, and cryptocurrency mining botnets consuming victim 

computational resources. The global annual cost of cybercrime, driven substantially by botnet activity, is 

projected to exceed $10.5 trillion USD by 2025 [1]. 

             Traditional network security defenses — firewalls, signature-based Intrusion Detection Systems (IDS), 

and antivirus software — operate on pattern matching against known threat signatures maintained in continuously 

updated databases. While effective against catalogued attack patterns, these approaches fail fundamentally against 

polymorphic malware, zero-day vulnerabilities, and novel botnet command protocols that intentionally evade 

signature detection. Moreover, the sheer volume of modern network traffic — enterprise networks routinely 

process gigabits per second — renders manual traffic analysis operationally infeasible. 

             Machine learning (ML) based Intrusion Detection Systems address these limitations by learning statistical 

patterns that distinguish malicious traffic behavior from benign activity, without relying on explicit attack 

signatures. Ensemble methods such as Random Forest [2] and gradient boosting frameworks including XGBoost 

[3] have demonstrated exceptional performance on network traffic classification tasks, combining computational 

efficiency with high accuracy across multi-class attack taxonomies. 

 

 

LITERATURE SURVEY 

 
1.TITLE 
        Network Intrusion Detection Using Random Forest and SHAP on the CICIDS2017 Dataset 

AUTHOR NAME 
         Ashwitha C. Shetty 

YEAR 
         2026 

ABSTRACT 
          This study proposes an explainable intrusion detection framework using Random Forest and 

SHAP explainability techniques on the CICIDS2017 dataset.  

 
2.TITLE 
          Optimizing Network Intrusion Detection Systems Through Ensemble Learning and Feature 

Selection Using the CIC-IDS2017 Dataset 

AUTHOR NAME 
         Dharmaraj Rajaram Patil 

YEAR 
         2025 

ABSTRACT 
         The paper evaluates ensemble learning techniques such as Random Forest, XGBoost, LightGBM, 

AdaBoost, and Extra Trees on the CICIDS2017 dataset. Feature selection methods including 

International Journal of Advanced Research in Basic Engineering Sciences and Technology (IJARBEST)

ISSN (ONLINE):2456-5717 Vol.12, Issue.4, April 202610



3.TITLE 
         Enhanced Cyber Attack Detection Using Optimized Random Forest with SMOTE-Based Class 

Balancing and Feature Selection 

AUTHOR NAME 
         Jonson Manurung, Adam Mardamsyah, Baringin Sianipar 

YEAR 
         2025 

ABSTRACT 
               This research develops a Random Forest-based IDS using SMOTE balancing and feature selection 

techniques on CICIDS2017. The framework improves minority attack detection and handles dataset imbalance 

effectively. 

 

 
 

PROPOSED WORK 

           CyberGuard IDS integrates these ML advances into a production-ready system comprising a robust 

training pipeline, a dual-model inference architecture, and a real-time web dashboard. Trained on the 

CICIDS2017 dataset [4] — the most comprehensively labeled publicly available network intrusion dataset — 

CyberGuard IDS achieves 99.98% multi-class classification accuracy while providing actionable threat 

intelligence through its interactive web interface. 

            The primary contributions of this paper are: 

                            (1) a complete ML pipeline for multi-class network intrusion detection including preprocessing, 

feature engineering, class balancing, and dual-model training.  

                            (2) a dual-model architecture combining Random Forest and XGBoost with prediction 

confidence scoring. 

                            (3) a cybersecurity-themed real-time web dashboard supporting single-flow and batch CSV 

prediction modes with live Chart.js analytics. 

                            (4) a comprehensive system evaluation on the CICIDS2017 dataset. 

                            (5) an analysis of feature importance rankings providing explainability for security analyst 

decision support. 

 

 

CONCLUSION 

         This paper has presented CyberGuard IDS, a comprehensive AI-powered multi-class botnet and network 

intrusion detection system achieving 99.98% classification accuracy on the CICIDS2017 benchmark dataset. By 

combining a dual-model architecture of Random Forest and XGBoost classifiers with a rigorous feature 

engineering pipeline addressing class imbalance, dimensionality reduction, and feature standardization, 

CyberGuard IDS delivers reliable detection across eight distinct traffic categories including BENIGN, DDoS, 

PortScan, Botnet, BruteForce, WebAttack, Infiltration, and Heartbleed. 

          Future enhancements including deep learning integration, real-time CICFlowMeter pipeline coupling, 

SIEM integration, federated learning for privacy preservation, and SHAP-based per-prediction explainability will 

expand CyberGuard IDS into a comprehensive, enterprise-grade network security platform. The modular 

codebase establishes a robust foundation for these extensions, positioning CyberGuard IDS as a scalable, long-

term contribution to the open-source cybersecurity tool ecosystem. 
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