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Abstract— Internet of Things (IoT) is finding its applications in several domains such as large scale automation, precision
agriculture, smart healthcare, intelligent traffic systems etc. IoT networks are replacing conventional networks by connecting
different types of devices in the wireless medium. However, due to the wireless nature of the medium, IoT networks often face the
challenge of degrading Quality of Service (QoS). The resulting consequence happens to be increased error rates and degraded sum
secrecy rates for the network. As IoT networks utilize the ISM band for data transmission, hence the limitation of bandwidth
becomes a serious constraint in achieving high data rates while keeping the Bit Error Rate (BER) low. To address the aforesaid
challenges, this paper presents a combination of channel sensing and recursive error detection to alleviate the problem of data
reliability and securing the data transmission against adversarial attacks. The channel sensing information is leveraged to utilize the
section of the bandwidth suitable for transmission while the recursive error detection algorithm further damps bit errors at the
receiving end. The evaluation metrics computed are the error rate, secrecy rate and throughput of the network, which can be seen
to outperform existing benchmark approaches in the domain.

Index Terms—Internet of Things (IoT), Channel Sensing, Recursive Decoding, Quality of Service (QoS), Error Rate.

I. INTRODUCTION

Web 3.0 has become synonymous with connected devises and pervasive networks. It can be viewed as an interconnected
system of smart devices connected over the internet.

The data transmission being wireless in IoT networks has some substantial advantages which are:

* Ease of mobility.

* No cabling cost.

* Ease in up-scaling or down-scaling the network.

However, there are associated challenges pertaining the security of the network as the data travels in free space without any
guided media [2]. This makes the data easier to access to possible adversaries. Adversaries or potential attackers often try to
attack the data, implementing different security attacks [3]. There are various types of attacks which IoT networks encounter
such as man in the middle attack, impersonation attacks, denial of service attacks, jamming attacks etc. One of the fundamental
and inherent constraints of IoT networks is the limited memory and processing power corresponding to the wide diversity
among IoT devices (IoTDs) [4]. This often makes the implementation of complex encryption algorithms infeasible on all
I0TDs due to the constraints of memory and processing power. Moreover, due to the emergence of machine learning and
quantum computing applications, "save now and decrypt later" approaches can open up a completely new area of security
threats [4]. Hence, rather than completely relying on encryption algorithms alone, it is logical to migrate towards a proactive
approach wherein the data transmission in [oT networks can be done in such a manner that it would sense the channel for
potential attacks and avoid spectral bands which are most prone to attacks. This would serve as an attack avoidance mechanism
rather than just an attack detection or encoded version of the data trying to thwart security attacks

The paper is divided in to the following sections: Section I presents the need for proactive network security measures as
against conventional reactive intrusion detection systems (IDS). Section II presents the important recent contributions in
literature review. Section III discusses the research framework for the paper. Section IV discusses in detail the obtained
experimental results and it implications. Section V concludes the significance and findings of the paper and potential directions
of future enhancement.

II. RELATED WORK

This section presents the salient feature of contemporary research work carried out in the domain of research.

Germain et al. [5] proposed an approach leveraging the channel state information (CSI) and recurrent neural networks to
implement physical layer authentication. In this approach, the channel state information (CSI) and the stochastic parameters
of the CSI are used to train a recurrent neural network (RNN) for data authentication in the network. Chen et al. [6] proposed
implementing physical layer security employing outdate channel state information (CSI) for cognitive networks using non-
orthogonal multiple access (NOMA) as the multiplexing technique. This approach doesn't sense the channel iteratively to
obtain repeated values of the CSI. While this approach may lead to lesser computational complexity, but would be less
impactful in case the CSI doesn't exhibit rapid stochastic changes. Ferdowsi et al. [7] proposed the use of deep learning for
signal authentication in [oT networks. The long short term memory (LSTM) framework has been proposed in this approach
which is trained using the stochastic parameters of the data to be transmitted. The stochastic parameters are used as a watermark
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on the signal to be transmitted and are analysed by the LSTM at the IoT gateway. Burton et al. [8] proposed a data exfiltration
method for IoT networks along with possible methods to avoid such attacks using the channel state information (CSI). Data
exfiltration is a technique to extract data from a network without authorization as well as cognizance of the network or device(s)
in the network. It is shown in the paper that if the channel is sensed for a long enough time, then the stochastic parameters can
be extracted. It is also proposed that such attacks can be avoided by continuously changing the transmission bandwidth of the
system which shown pseudo random patterns. Li et al. [9] proposed deep learning for feature extraction and subsequent
intrusion detection in large scale IoT networks typically deployed in smart city projects for large scale automation. In this
approach the stochastic features are computed the deep neural network and subsequently matched with features of the data
stream without attacks to sense the possibility of attacks. Pecorella et al. [10] discussed the importance of physical layer
security in [oT networks. The paper shows that while security patches can be incorporated at network layer and application
layer too, they can be bypassed with lesser difficulty as compared to physical layer security where bit level security ensures
the highest security typically for memory and processing power constrained IoT networks. Typical mechanisms can be
frequency hopping and code division multiple access [11].

An analysis of the recent literature in the domain indicates that obtaining the dynamic CSI is critically important to leverage
contextual information pertaining to potential attacks and can serve as a tool to attack avoidance, as opposed to simply
identifying intrusions or designing authentication mechanisms [12]. This paves the path for the research framework in the

paper.

III. RESEARCH FRAMEWORK

In this paper, two major challenges are addressed:
Mitigating potential attacks under variable channel conditions [13]-[14]:
Enhancing reliability and QoS of the system even under noisy and random channel conditions.

Chanmi] Esagesnie (1)

*

Fig.1. Depiction of Typical CSI

Figure 1 depicts a typical CSI for a random and noisy channel which is challenging to estimate due to the random temporal
attributes of the channel [15]. Effective channel sensing is necessary in this case to estimate the behavior of the channel even
under random noisy nature [16]. To estimate potential jamming attacks on IoT networks, the concept of cognitive networks is
proposed to be leveraged [17]. Cognitive networks are a sub-class of wireless networks where the cognizance (awareness or
information) regarding the network is extracted through a channel sensing mechanism [18]. The cognitive cycle typically has
the following steps [19]-[20]:

1) Sense channel.

2) Obtain channel state information.

3) Manage spectrum.

4) Repeat steps 1-3.

It is necessary to sense the channel conditions continuously or recursively as the channel's response and hence the channel
state information (CSI) keeps changing [21]. The channel response is often evaluated based on the sensed energy for each
frequency. For instance, the channel response of any frequency fis computed as [22]:

H(f) = O(f) / 1() (1)

Here,

H(f) is the channel response for frequency f.
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O(f) & I(f) represent the channel output and input respectively measure w.r.t. the frequency metric.

To estimate the complete channel response (CSI) or H(f,t), the channel is to be sensed periodically, every Ts seconds for all
the frequencies in the bandwidth under interest. For instance, the channel sensing iterated over every Ts seconds to updated
the CSI [23].

CSI(t) =X (i=1 ton) H(f, t — Ts1),1 € {1, 2, ....} 2)

Here,

Ts represents the sampling time to sense the channel to be sensed.

Based on the sensed response, the equalization mechanism can be designed. The equalization has to be performed every Ts
seconds as the channel sensing has to be repeated periodically to estimate the updated channel response. The advantage of
such an approach would be an updated version of the CSI but having a major constraint of enhanced complexity of the system
[24]-[25].

Thus, the proposed algorithm aims at continuously estimating the channel state response to evaluate the jamming activity
and avoiding the bandwidth section which is prone to moderate and high jamming activity. The algorithm for estimating the
CSI to proactively evade attacks is presented next:

Algorithm 1:

Start:

{

Step.1: Generate binary dummy packets for channel sensing as:
XD = randn(N, SP) 3)

Step.2 Generate random frequency response of channel as:
HChan(f, t) = FFT(rand(H)) “4)

Step.3: Ping channel using XD every Ts to estimate channel response as:
for t =TS to nTS)

Compute:

2 (t=TS to nTS) [FFT(XD)-FFT(rand(H))]t %)
Step.4: Estimate CSI as:

CSI(t) =X (i=1 ton) H(f, t — Ts'1),1 € {1, 2, ....} 6)
Step.5: Apply Equalization as:

K(H(f,t)) = argmin (1/n) Z e(f;t)?, V t € [TS, nTS] 7

Step.6: Implement proactive network security as:

for (Bi=Bl....Bn)

if 0(f,t) » mean(X (=TS to nTS) [FFT(XD).FFT(rand(H))]t * K(H(f;1)) )
{

Discard Bi

/

else

{

Utilize Bi : i € [1,n] for data transmission.

/

/

Stop.

Here,

XD are the dummy packets.

N denotes number of packets.

SP denotes bits per packet.

HChan(f,t) denotes temporal frequency dependent channel.

FFT denotes the Fast Fourier Transform for time to frequency translation.

K denotes the equalization constant

e(f,t)? denotes error in channel estimation over the period t.

Bi : 1 € [1,n] denote spectral bands available for data transmission over the IoT network.

The main idea in this case is to proactively sense the CSI using the sensing mechanism and estimate the product X (t=TS to
nTS) [FFT(XD).FFT(rand(H))]t * K(H(f,t)) which is nothing but the channel response to the input XD in frequency domain.

The same analysis could have been done in time domain as well rending the same result. In case the above result exceeds
the mean value of TS, it would be treated as spurious activity potentially by adversaries [27]. In such as case the part of Bi
needs to be discarded to ensure system security. The next step is developing a recursive decoding mechanism for error detection
and correction. In this case, the transmitter is used to generate two parity streams P1 and P2 along with the data stream I. The
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party stream P2 happens to be the interleaved version of P1.

Decoded
OCutput

Fig.2. Architecture for Recursive Error Detection and Correction
Figure 2 depicts the recursive error detection and correction mechanism which works very effectively in the BER-Waterfall

region.

The recursive decoding algorithm employed in this approach is presented next:

Algorithm 2:
Start:

{

Step.1: Apply P1 and I to the first decoder of the model D1 while applying P2 and I to the second decoder D2.

Step.2: Apply YD2 as XD1 and vice versa.
Step.3: Define maximum iterations, Imax
Step.4: Apply recursive decoding as:
(for i=1:Imax)
{
Estimate YD1 and YD2
/
Step.5: Based on the aposteriori probability,
Estimate final output as:
Maximize (Prob(Y, YD1, YD2) € [0,1])
Step.6: Computer BER of the system based on:
BER = (1/N) X (i=1 to N) [Yi # Xi]
Here,
YD2 denotes output of D2
XDI denotes input of D1
Yi & Xi denote the actual transmitted and received bits.
/
Stop.
The simulation results are presented next:

®)
®

IV. EXPERIMENTAL RESULTS

The experimental parameters in the proposed study are presented in table I. The network data simulation has been performed

on a PC with 11th Generation Intel 17 Processor with 16GB

DDR4 RAM and 2TB SSD.

TABLE. I. SIMULATION PARAMETERS

S.No. Parameter Value
1. No. of bits in simulation 10%
2. Packet Size 1600 bytes
3. Pilot Bits 16
4 Sub-carriers 32
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5. Channel Gaussian
6. SNR Range 0-30 dB
7. Ideal Sub-Carrier Gain 0.3
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Fig.3. Probability of false alarm
Figure 3 depicts the probability of false alarm with respect to the variations in the energy threshold. It can be clearly observed
that as the energy threshold increases, the probability of false alarm keeps plummeting. This supports the theoretical standpoint
as noise is typically weak in nature compared to the signal strength. Thus, noise, deceiving the receiver completely would be
extremely uncommon with the increase in the energy threshold for the detection of signals.

Sub Carrier gain for jamming condition

Amplitude(Watt)

15 20
Subcarrier Label(n)

Fig.4. 10T channel under adversarial attacks
Figure 4 is depicts the adversarial attack on the IoT channel. The magnitude response can be used to estimate the term X
(t=TS to nTS) [FFT(XD).FFT(rand(H))]t * K(H(f,t)) as defined earlier.
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Fig.5. IoT Channel Scatter

Figure 5 depicts [oT channel scatter. The scatter here is considered based on the complex valued signaling points of the bit
or packet stream given by:
Xb =Re(X) +j-Img(y) (10)

Here,

Xb denotes the binary bit X.

Re{ } denotes the real part.

Img{ } denotes the imaginary part.

j is the imaginary number V-1

The scatter varies with the magnitude of adversarial activity. Lower activity results in lesser scatter.

-

Fig.6. BER under adversarial activity

Figure 6 depicts the BER metric of the system under adversarial conditions. It can be observed that the error rate bears
correspondence with the adversarial activity. Higher error rates correspond to higher adversarial activity. However, in the
absence of channel sensing based IoT bandwidth allocation Bi = B1....Bn, higher error rates are observed as opposed to CSI
leveraged bandwidth allocation. Another evaluation metric for the analysis of the system happens to be throughput of the
system. In this case, the jamming conditions would affect the throughput of the system. Moreover, the jamming interval
(frequency) between jamming activities would also impact the throughput. The throughput as a function of the jamming
interval is also depicted subsequently
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Fig.7 (a). Throughput as a function of SNR and 7 (b) Sum Secrecy Rate under Different Jamming Conditions.

Figure 7 (a) depicts the variation of the throughput with respect to the SNR of the system. It can be observed that as the
system SNR increases, the throughput of the system also increases. This is in clear compliance with the system BER as a
function of the SNR of the system. Figure 7 (b) presents the sum secrecy rate (typically measured in bits/s/Hz) for the proposed
system. It can be clearly observed that the sum secrecy rate for the proposed system is the highest for the low and no jamming
activity. This again is in clear coherence with the scatter and BER plots of the system.
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Fig.8 Obtained BER after recursive decoding
Figure 8 depicts the BER after the error detection and correction is carried out after equalization. It can be observed that
increase in the decoding iterations reduces the system BER but also increase the computational complexity of the system
resulting in latency. Hence, for time critical IoT applications, the maximum iterations must be set meticulously.

The tabulation of experimental parameters is presented next.
TABLE II. THROUGHPUT AND BER ANALYSIS

S.No SNR Throughput (MB/s) BER vs. Iterations
1 5 5.2 1072 at iteration 1
2 10 8.0 1073 at iteration 2
3 15 10.0 10~ at iteration 3
4 20 11.2 10~ at iteration=4
5 25 12.0 1073 at iteration 5 & 6

It can be observed that as the SNR increases, the throughput increases to 12Mbps after which it saturates. The BER
continuously keeps dropping in the waterfall region as the iterations increase. The maximum iterations are limited to 6 as soon

as the BER reaches the order of 107, typically around the Shannon's limit.
TABLE III. BER ANALYSIS UNDER DIFFERENT JAMMING CONDITIONS

SNR (dB) BER Condition
5 >10"! No Jamming
10 <10 No Jamming
15 107 No Jamming
20 10 No Jamming
25 10~°-10° No Jamming
5 >10"! Low and Moderate Jamming
10 >10"! Low and Moderate Jamming
15 10! Low and Moderate Jamming
20 10 Low and Moderate Jamming
25 <107 Low and Moderate Jamming
5 >10"" High Jamming
10 >10"! High Jamming
15 >10"" High Jamming
20 10! High Jamming
25 107'-1072 High Jamming

The BER analysis of the proposed system renders the following information:

1) The BER of the high jamming activity is the highest and reduces extremely slowly. This implies that the bandwidth chunk
experiencing high jamming activity should be avoided for data transmission, else the reliability of the system in terms of
accuracy, error and throughput performance of would be poor. On the contrary, the low jamming activity spectrum can be
utilized with caution and iterative channel sensing as the error rate reduces significantly. The moderate jamming condition can
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be avoided or in case, the receiver is extremely sensitive can be utilized if the other sections of the bandwidth are occupied.
The no jamming condition is an ideal condition which assumes no jamming. It is more of a theoretical yardstick to evaluate
the performance of the system under different jamming conditions. A comparative analysis in terms of performance parameters

is presented in table IV.
TABLE IV. COMPARATIVE RESULTS

S.No. Reference Evaluation Metric Value

1. [21] BER 10

2. [22] BER 10

3. [23] BER 103

4. PROPOSED BER 10°°

5. [24] Sum Secrecy 77 bits/s/Hz
6. PROPOSED Sum Secrecy 120 bits/s/Hz
7. [25] Throughput 5x10° bps
8. PROPOSED Throughput 12x10° bps

Table IV presents the comparative analysis of the proposed work with contemporary research in the domain in terms of
three fundamental metrics namely sum secrecy rate, throughput and attack detection error%. It can be observed that the
proposed work outperforms Huang et al. [22] in terms of sum secrecy rate, Zhara et al. [23] in terms of maximum throughput
and Miranda et al. [24] in terms of attack detection error percentage. These parameters present a holistic picture of the efficacy
of the system as he sum secrecy rate and attack detection error % indicate the accuracy of the system while the throughput
indicates the data transfer efficiency of the system.

V. CONCLUSION

This paper presents a proactive security mechanism for wireless networks based on channel sensing and estimation of CSI.
For this purpose, leveraging the Channel State Information (CSI) based approach has been proposed. It is a proactive approach
rather than a reactive approach t thwart potential attacks. Channel Equalization is also used to revert the effects of jamming
attacks and distortions in the channel. The evaluation metrics for the designed system would be the scatter plot and the bit error
rate. It is expected that the error rate would show a much steeper fall employing jamming rejection compared to employing all
channels for data transmission. The proposed work tries to design a proactive cognitive approach to evade possible jamming
attacks. Equalization is proposed to reduce the error rate of the system. A comparative performance analysis in terms of sum
secrecy rate, throughput and attack detection error% clearly indicates superior proactive security for the proposed approach
w.r.t. baseline models. Further the recursive decoding algorithm limits the error rates below 107° in the error-waterfall region
enhancing the system QoS.
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