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Abstract

Password authentication in the smart card plays an
important role in insecure networks. Security slanting
protocols used for authentication between user and
remote server include a brawny covert password. But the
existing security slanting protocols are very costly. Also
the users desire to use easily memorize password (ie.,
feeble password). So the hackers can easily guess the
password leading to password guessing attack. The two
password guessing attacks are online attack and offline
attack. In this paper we proposed PGAE scheme for
encryption and PGAD scheme for decryption. The PGAE
and PGAD based on Elliptic Curve Cryptography
provide better security, privacy and user friendly.

Keywords: attacks, password, smart card, Elliptic Curve
Cryptography, Least Significant Bit algorithm, unique
key algorithm

1 INTRODUCTION

Smart card is a chip card with embedded Integrated
Circuit. It is made up of polyvinyl chloride. In the Smart
card the data can be stored and transacts. The data may
be either value or information. It is transacted through a
card reader Nowadays Smart cards are used in
applications such as healthcare, banking, entertainment
and transportation.
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Fig.1. Smart card

Smart cards are mainly preferred by the users due to its
security while transaction. It provides tamper-proof
storage and description identity. In recent years the
password in the Smart card is stolen by the hackers either
in online or offline computation. Therefore security
slanting protocols are used for authentication.

The remaining section of this paper is structured as
follows. Section 2 discuss about the types of password
guessing attack, Section 3 discuss the existing system,
Section4 describe the proposed scheme, Section 5 deals
with the architecture of proposed scheme, Section 6
describe the implementation algorithm, and finally the
conclusion in Section 7.

2 TYPES OF PASSWORD GUESSING ATTACK
There are two types of password guessing attacks.
They are
1) Online password guessing attack
2) Offline password guessing attack

1) Online password guessing attack:
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All Rights Reserved © 2015 IJARBEST



ISSN (ONLINE) : 2395-695X
ISSN (PRINT) : 2395-695X
Available online at www.ijarbest.com

International Journal of Advanced Research in Biology, Ecology, Science and Technology (IJARBEST)

Vol. 1, Issue 6, September 2015

It is widely spread on every user login and peer to peer
system. Eg: brute force attack and dictionary attacks
Brute force attack:

In this attack the hackers choose the words by using all
possible combination of numbers and alphabets.
Dictionary attacks:

In this attack the hackers choose the dictionary words
Masquerade attack:

It use forged identity to access the system.

Forgery attack:

It is the method of adopting or imitating objects, figures
or credentials with the target device.

Denial of Service attack (DoS):

It makes computer resources unavailable to its
anticipated users.

2) Offline password guessing attack: In this attack the
hackers will not interact with the victim host.

Eg: Eavesdropping and recording the conversation on
the communication channel.

Man-in-the middle attack:

This attack is a form of eavesdropping. In this the
hackers makes an autonomous channel with the victims,
the user, the server and the relays messages between
them, making them believe that they are talking directly
to each other.

3 EXISTING SYSTEM

In [1] Elliptic Curve Cryptography Scheme is used. It
provides password authentication, login client exact
identity and mutual authentication. It requires low
computation cost. The drawback is unprotected to
masquerade attack and forgery attack. In [2] Li-Lee’s
scheme assumes that smart card is tamper resistant. But
such assumption is difficult in practice. The server has to
maintain a security —sensitive verification table. This
scheme is not free from smart card loss attack. The
drawback is, it cannot endure offline password guessing
attack with the uncorrupt resistance guess and fails to
provide user privacy. In [3] PGRP protocol can be used
to prevent online or offline attack. In PGRP when a user
login from a new machine, for the first time it will not
answer ATT test. (ie protocol need less ATT test).
Whenever the ATT test answered the user can login
otherwise the wuser cannot login. In [5] robust
authentication scheme based on secure one way hash

function is used. It provide forward secrecy, user can
change the password locally and preserve privacy. The
drawback is additional cost are needed to provide the
feature of forward secrecy and to achieve user privacy. In
[7] Elliptic Curve Cryptography scheme is used. It
authorizes login clients and remote server with a secure
and privacy preserving authentication. The drawback is
unprotected to offline password guessing attack, stolen-
verifier and insider attack. In [14] one-time pad and
strong one-way hash function technique is used in
protecting week secrets from guessing attack. It is more
efficient in terms of number of random values and
cryptographic operations. The drawback is replacing
attack is expensive. In [15] Pinkas and Sander (PS)
protocol reply the ATT test first before entering the {ID4,
PW} pair. If the user fails to response the ATT properly
the user cannot proceeds further. The PS is effective for
online dictionary attacks. The drawback is the login
server should generate an ATT test for each user login.

4 PROPOSED SCHEME: (PGAE and PGAD)

In 1985 Victor Miller and Neil discovered Elliptic Curve
Cryptography (ECC). It is substitute method for
implementing public key cryptography. The elliptic

curve equation is

y*=x’+ax+b

The proposed scheme PGAE for encryption and PGAD
for decryption is based on Elliptic Curve Cryptography to
provide confidentiality to the user.
The proposed scheme consists of four phases. They are
1) Registration phase
2) Login phase
3) Password change phase
4) Authentication phase
The symbols and notation used in the phase are shown in
Table 1

Notations

Symbol Notations

Ua User A
ID4 User A’s Identity
PW,4 User A’s Password
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Public key
Private key
Point on the curve
randomly number (1-(n-1)
Point on the curve

Table: 1

z@"d"‘(l)

1) Registration Phase

In this phase whenever the user U, wants to become
a new authorized user, U, has to register to the server S
with his/her identity ID, and password PW,. The
following steps are required to complete this phase:

Step 1: U, chooses his/her IDA PW 4 password and
select a random number ‘r’ within the range of (1 to n-1).
Up 2> {IDy PWaA}

Generate the public key using the following equation:
S=r*P.

Where r is the random number selected within the range

(1 to n-1). P is the point on the curve.

‘S’ is the public key and ‘r’ is the private key.

Step 2: Let the password ‘m’ has the point ‘M’ on the

curve 'E’. Select a random number ‘q’ within the range

of (1- (n-1).

Generate two cipher texts T1 and T2.
T1=q*P
T2=M+q*S

Step 3: Encrypted password is embedded in to the image
by using LSB algorithm.
Step 4: Encrypt the image using unique key algorithm.

2) Login Phase:

If the user U, wants to access the server S, the user Uy
should insert the Smart card (S) in to the card reader and
enter his/her ID, and PW, . Then the Smart card
performs the following operation.

Step 1: Decrypt the image using unique key algorithm.

Step 2: Extract the encrypted password from the image.

Step 3: Decrypt the password by calculating
M=T2-r*T1

3) Password change phase

In this phase when the user U, wants to change
his/her password PW, to a new password PW,',the user
U, inform the server to update the password Us = {IDy,
PW, } to a new password
U,' > {IDA PW,"}

Step 1: User U, requests the Server S to change the
password.

Step 2: User U, sends the new password PW, ' to the
server S along with the old password.

Up 2 {ID,, PW,4} change to U,' > {IDA,
PW,'}
Step 3: Password changed accepted or rejected.

4) Authentication Phase:

Step 1: Check the format of ID4. If the format is wrong,
the system discards the login request.
Step 2: Check the validity of time interval between T and
T'. If (T'-T) > AT, the system discards the login request.
(AT is the expected valid time interval)

(T'-T) > AT —>discard the login request
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Fig. 2 Phases of the proposed scheme
5 ARCHITECTURE OF PROPOSED SCHEME
In this section the architecture of PGAE scheme
and PGAD scheme is shown in Fig.3 and Fig. 4

ARCHITECTURE- PGAE SCHEME

In PGAE scheme the password is encrypted by
using Elliptic Curve Cryptography. The encrypted
password is embedded in to the image by using LSB
(Least Significant Bit algorithm) algorithm. The image is
encrypted by using unique key algorithm.

f
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Fig. 3 PGAE scheme

ARCHITECTURE- PGAD SCHEME

In PGAD scheme decrypt the image using unique key
algorithm. Extract the encrypted password from the
image. Decrypt the password by using Elliptic Curve
Cryptography

[URICGUE KEY
ALSCRITIIM |

-
I "l DECRXPTICN — " "
et

IRIAGE” &

|

X TRACT T
ENCRYT'TED
PASSWORD

|

[BL{S ER WM #1.]

=l

Private Ky l
PASSWIOIRID

Fig. 4 PGAD scheme

6 IMPLEMENTATION ALGORITHMS

In the registration phase the user U, register to the
server S with his/her identity ID, and password PW, By
using Elliptic Curve Cryptography the password is
encrypted. The encrypted password is embedded in to the
image by using LSB (Least Significant Bit algorithm)
algorithm. In this algorithm the least significant bit of the
encrypted password is arranged with the bits of the
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carrier file such as .jpeg or .bmp image. The bits in the
encrypted password will merge with the bits of a carrier
file. Encrypt the image using unique key algorithm.
Unique Key algorithm for encryption of image
1) The .jpeg or.bmp image is given as input.
2) Allocate a key value of 256
3) Read image volume as matrix
4) Create matrix of random numbers.
5) Ceil the random values
6) Perform XOR operation of ceil values
7) Display the encrypted image

In the login phase If the user U, wants to access the
server S, the user U, should insert the Smart card (S) in
to the card reader and enter his/her ID, and PW,
Decrypt the image using unique key algorithm
Unique Key algorithm for decryption of image
1) Encrypted image is given as input
2) Allocate the mixture of same key of 256
3) Read the encrypted image size
4) Create random numbers
5) Ceil the random values
6) Perform XOR operation of ceil values
7) Display the original image

By using Least Significant Bit algorithm the

embedded encrypted password in the image is extracted
(original image). Decrypt the password by using Elliptic
Curve Cryptography. In password change phase the user
U, can change his/her password PW, to a new password
PW,'. In the authentication phase check the format of
ID,4 and the validity time.

7 CONCLUSIONS

Today there are many protocols and techniques for
password guessing attack, in online or offline. In this
paper we proposed PGAE scheme for encryption and
PGAD scheme for decryption. The proposed scheme
consists of four phases. They are 1) Registration phase,
2) Login phase 3) Password change phase and 4)
Authentication phase.

In the registration phase the user U, register to the
server S with his/her identity ID, and password PW, By
using Elliptic Curve Cryptography the password is
encrypted. The encrypted password is embedded in to the
image by using LSB (Least Significant Bit algorithm)
algorithm. Encrypt the image using unique key
algorithm. In the login phase If the user U, wants to

access the server S, the user U, should insert the Smart
card (S) in to the card reader and enter his/her ID, and
PW, . Decrypt the image using unique key algorithm. In
password change phase the user U, can change his/her
password PW, to a new password PW,'. In the
authentication phase check the format of ID, and the
validity time. The PGAE and PGAD based on Elliptic
Curve Cryptography provide better security, privacy and
user friendly when compared with the existing methods.
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