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Abstract. Container technology has quickly gained popularity in the realm of cloud computing and DevOps, 

and there have been many security problems associated with its integration, particularly when it comes to 

security vulnerabilities that exist in container images such as those created by Docker. There are many publicly 

accessible container images that contain obsolete software, which can make their associated systems prone to 

cyberattacks. Often, manual testing for vulnerabilities is ineffective and not applicable on a wide scale. This 

paper seeks to present a solution in the form of Container Image Threat Scanner with Layer-Aware Forensics. 

The suggested system combines automatic image capture, vulnerability scan, layer identification, and reporting 

process within the DevSecOps process. With the use of Trivy vulnerability scanning tool, the system detects 

vulnerabilities such as CVE that arise due to operating system or dependency application packages. Vulnera-

bilities are then classified depending on their levels of risk into Critical, High, Medium, and Low categories 

for effective evaluation. In addition, the system performs layer-based forensics to determine the exact layers 

contributing to the vulnerabilities. The implementation shows how automation could improve security moni-

toring, reduce manual effort, and support container security procedures in modern cloud-native architectures. 

Experimental data proves that the introduced system is capable of discovering vulnerabilities in the container 

images and generating complete security reports ready for CI/CD integration. This system will improve pro-

active threat discovery and contribute to creating reliable containerized applications. 

Keywords: container security, Docker, vulnerability scanning, Trivy, CVE, layer-aware forensics, 

DevSecOps, CI/CD pipeline 

1 Introduction 

The rapid advancements in cloud computing and microservices architectures have significantly hastened the up-

take of containerization tools. Containers provide a more efficient method compared to VMs as they enable ap-

plications to utilize the underlying operating system without requiring VM creation. From the list of available 

containers, Docker emerges as one of the most prominent platforms for developing, deploying, and packaging 

applications [1], [2]. However, while containers are advantageous, they present several security issues that cannot 

be overlooked. The first issue involves the vulnerability of the container images themselves. This arises due to 

such aspects as the use of out-of-date libraries, configuration errors, or unnecessary code included in the image. 

The said vulnerabilities could be taken advantage of by an attacker who seeks to gain access [3]. Recent studies 

reveal that a considerable number of the container images that are available in the public domain contain identified 

security weaknesses, such as High and Critical CVEs. For instance, Shu et al [4] found that many container images 

available in public registries have various vulnerabilities, which proves the importance of using secure containers 

to mitigate the dangers involved. This stresses the requirement for automatic security systems that continuously 

monitor and analyze container environments. In order to overcome these problems, several scanning techniques 

like Trivy have emerged. These software packages perform an in-depth analysis of container images by checking 

their installed software against reliable vulnerability databases like the National Vulnerability Database (NVD) 

[5]. However, manually performing vulnerability scans is a tedious and error-prone process. 

The suggested research presents a system that automates the process of scanning containers in order to detect 

any kind of vulnerabilities. The objective is to:  

- automatize the process of scanning images inside containers;  

- identify and categorize vulnerabilities based on their level of threat;  

- create security reports;  

- strengthen security integration in DevSecOps practices. 

To ensure that the current cloud computing framework is addressed by this research, realistic methodologies 

and approaches are used. The format of this paper can be summarized as follows: Literature Review can be found 
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in Section 2, System Architecture in Section 3, Implementation Approach in Section 4, Experimental Results in 

Section 5, and Conclusion in Section 6. 

2 Related Works 

Security in containers has become one of the most important areas of study because of the quick adoption of 

containers in cloud computing environments. Many research studies have been carried out on the weaknesses and 

threats in such systems. 

Sultan et al. [6] have provided an extensive review of the numerous risks that exist when it comes to securing 

the container, highlighting some of the critical areas that need to be covered in terms of threats. They include 

image risk, container execution risk, orchestration risk, and host risk, among others. 

An analysis of the Docker security aspect was performed by Combe et al. [7], who pointed out that despite the 

benefits in terms of efficiency offered by containers, they operate on the same kernel as the host machine, making 

them susceptible to attacks leading to a violation of the isolation principle. 

According to Kaur et al. [8], there have been empirical investigations of container images used in scientific 

purposes, and many container images were observed with hundreds of vulnerabilities due to outdated and unnec-

essary package versions. It was found that vulnerabilities decreased after upgrading and cleaning the package 

versions. 

Wist et al., in their study [9], performed a comprehensive analysis of Docker Hub images and found that these 

images were highly susceptible to vulnerabilities. In other words, there could be some security concerns in highly 

regarded images on Docker Hub. 

Container Escape Vulnerability is discussed by Aktolga [10], where the ability of an attacker to exploit con-

tainers to bypass their isolation and gain access to the underlying operating system is considered a major threat. 

Recently, Chennareddy and Ali [11] have done research on the methods used to find vulnerabilities in Docker 

systems, comparing static and dynamic approaches. They have concluded that using several approaches together 

can increase the efficiency of such analysis. 

Additionally, the literature review concerning container security threats has classified container security 

threats, and several gaps have been discovered in the current literature. Sroor et al. [12] reviewed over 100 papers, 

highlighting the importance of having automatic security integration. 

In general, based on the available literature, container images are vulnerable most of the time, and the current 

approach to dealing with such issues is not sufficient. In fact, although several tools and methodologies have been 

introduced in recent times, there still seems to be a need for an automated solution that is effective and practical. 

This is what makes the proposed solution interesting. 

3 System Architecture 

The proposed Container Image Threat Scanner with Layer-Aware Forensics system will help ensure automatic 

vulnerability scanning and forensics capabilities for Docker container images. The architectural design is based 

on the concept of integrating automatic vulnerability scanning and forensics into the process of container image 

security.  

The overall architecture consists of six key components: 

3.1 Container Image Repository 

A container image is held in a repository, which may be public, such as Docker Hub, or private. The images 

include application binaries, libraries, runtime environment, and OS packages required for running them. Since 

potential threats could lie in any layer, the repository is the main starting point for conducting security assessments 

[13]. 

3.2 Image Acquisition Module 

This module plays a very important role in acquiring the images of containers either locally or remotely. The 

automation of this process is achieved by utilizing the Docker API to retrieve these images. Once the image is 

downloaded, its metadata is extracted; this metadata includes information like the image ID, operating system 

type, tags, etc. 
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3.3 Vulnerability Scanning Engine 

The vulnerability scanning engine performs a static analysis of the container image for securing it. The Trivy 

scanning tool is used to evaluate the vulnerabilities in the container image considering the packages and libraries 

installed in the operating system and the programming languages [14]. Identified vulnerabilities are correlated to 

the database entries like NVD and CVE. 

The vulnerabilities are classified according to their severity level as follows: 

- Critical 

- High 

- Medium 

- Low 

- Unknown 

3.4 Forensic Investigations Based on Layered Approach 

Instead of using the traditional scanning methods, this method uses the forensic approach based on layering. In 

fact, every Docker image is made up of layers, with each layer consisting of files, packages, and configurations. 

The forensic tools can discover the following issues: 

- Vulnerabilities in layers 

- Files installed maliciously 

- Issues with package configurations 

- Additional software installation 

- Duplicate inclusion of dependencies 

Each time there is an issue related to security, its source layer should be discovered [15]. 

3.5 Report Generation Module 

Once scanning and forensics have been performed, the system will automatically generate comprehensive se-

curity reports. Such reports will comprise the following information: 

• Vulnerability summary 

• Vulnerability CVE number 

• Security risk levels 

• Vulnerable package list 

• Vulnerable image layers 

• Mitigation procedures recommended 

Such reports can be outputted in JSON, HTML, and PDF format. 

3.6 Integration of DevSecOps Module 

The following module can be introduced to integrate the system into the CI/CD pipeline to allow for the auto-

matic continuous monitoring of the security level of the container. The automation process will perform scanning 

both in the building phase and during the deployment phase to guarantee identification of any vulnerabilities 

before deployment. 

The processes flow within the proposed module are as follows: 

1. Upload/Selection of container image by user 

2. Image acquisition module searches for metadata within the container image 

3. Vulnerability scanning for package and dependency 

4. Forensic engine scanning for layers with vulnerabilities 

5. Classification based on the vulnerability's severity 

6. Automatic generation of security report 

7. Notifications sent to CI/CD 
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Fig. 1. Container image threat scanner architecture diagram 

4 Methodology 

The deployment of the suggested Container Image Threat Scanner with Layer-Aware Forensics is oriented toward 

the automated evaluation and analysis of vulnerabilities within Docker container images through the use of open-

source security applications and scripting approaches. The approach aims at ensuring effective detection of vul-

nerabilities and visibility of threats associated with layers in the image. 

4.1 Implementation Environment 

The following software/hardware components/tools that will allow implementation to take place are: 

• Operating System: Linux or Windows with WSL (Windows Subsystem for Linux)  

• Containerization: Docker  

• Programming Language: Python  

• Vulnerability Scanner: Trivy  

• Processing JSON files to create an HTML report 

Python was selected due to its potential for automation, subprocess management, JSON file parsing, and inter-

action with different software tools. On the other hand, Docker helps to manage containers efficiently, while Trivy 

assists in identifying vulnerabilities within the container images [17, 18]. 

4.2 Image Scanning Procedure 

The scanning procedure begins when the user defines a Docker container image that will be analyzed for vul-

nerabilities. The suggested system automatically fetches the image from the user’s local host or remote container 
registry, and then starts scanning the vulnerabilities present in the image by using Trivy. The scan process is 

initiated programmatically by using the subprocess library in Python through the following commands: 

trivy image nginx:latest 

In the scanning process, Trivy checks for: 

- OS packages 

- App libraries 

- Language dependencies 

- Configurations 

Trivy obtains all the required data related to the vulnerabilities like: 

- CVE ID 

- Name of the package 

- Version being used 

International Journal of Advanced Research in Basic Engineering Sciences and Technology (IJARBEST)

ISSN (ONLINE):2456-5717 11 Vol.12, Issue.9, September 2026



5 

- Fixed version 

- Severity of the vulnerability 

The collected data about the vulnerabilities is compared against public databases including NVD and CVE 

[19]. The scanned data is stored in the form of a JSON file. 

4.3 Layer Extraction Analysis 

A docker container is made up of a series of immutable layers created during the build phase. With security 

concerns related to vulnerabilities in particular layers coming into light, the current research uses the concept of 

layer extraction forensics to establish and analyze sources of vulnerability in relation to the Docker layers. The 

forensic engine makes use of the following command for layer analysis: 

docker history 

After getting the layers from the Docker image, the forensic engine proceeds to check for any vulnerabilities 

in those layers and maps each of them to the particular build step. Forensic analysis helps us map several things 

as follows: 

- Vulnerable layers in terms of software 

- Duplicate software dependencies 

- Malformed file and service layer 

- Legacy components layer 

- Suspicious layer addition to the layer 

The above method helps trace any vulnerability in an image down to the Docker file build step that causes it. 

4.4 Automated Reporting 

After carrying out vulnerability scans and forensics on the systems, automated reports are generated for both 

developers and security personnel, detailing: 

- Number of discovered vulnerabilities 

- Level of severity of the vulnerabilities 

- CVEs 

- Names of vulnerable packages 

- Layers within the Docker images that are impacted 

- Mitigation strategies 

These reports are available in different formats, such as JSON, HTML, and PDF. Automation of reporting leads 

to reduced time spent manually analyzing reports and faster mitigation of vulnerabilities [7]. 

4.5 Continuous Integration Flow  

To facilitate DevSecOps, the suggested system will be able to scan vulnerabilities in Continuous Integration/ 

Continuous Deployment (CI/CD) pipelines. 

Compatible with:  

• Jenkins  
• GitHub Actions  
• GitLab  
Upon building a new container image, the CI/CD pipeline will automatically initiate the scanning process. With 

high/ critical severities found, it can automatically block deployment if necessary to avoid pushing insecure con-

tainer images to production. 

This allows for more robust DevSecOps practices by integrating security checks into the software development 

life cycle [16]. 

4.6 Threat Detection Algorithm 

Threat detection algorithm will follow the following steps: 

International Journal of Advanced Research in Basic Engineering Sciences and Technology (IJARBEST)

ISSN (ONLINE):2456-5717 12 Vol.12, Issue.9, September 2026



Step 1: Input the docker image name. 

Step 2: Obtain the docker image from the repository locally available or Docker Hub. 

Step 3: Perform vulnerability analysis using Trivy. 

Step 4: Analyze the vulnerability information from JSON output file produced by the tool. 

Step 5: Extract Docker image layer metadata. 

Step 6: Correlate identified vulnerabilities with corresponding layers. 

Step 7: Categorize identified vulnerabilities according to severity levels. 

Step 8: Develop forensic security report. 

Step 9: Output scanning result to users. 

Automating such tasks minimizes the dependency on manual work and increases the efficiency in monitoring 

of containers' security. Integrating vulnerability analysis with forensic analysis that considers layers helps achieve 

better understanding of potential threats related to container images. 

 

Fig. 2. Container image threat scanning workflow 

5 Experimental Results 

Testing of the proposed approach was carried out through the use of a number of publicly available images for 

Docker containers to test the ability of the approach not only to detect vulnerabilities but also its forensic value. 

5.1 Experimental Setup 

All experiments were carried out using the following hardware: 

• Intel Core i5 CPU 

• 8GB RAM 

• Docker Engine 

• Python environment 
• Trivy vulnerability detector 
Several different Docker images such as Ubuntu, Nginx, Node.js, and MySQL were analyzed. 
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Fig. 3. Experimental setup and environment configuration 

5.2 Vulnerabilities Detected 

The system successfully detected several vulnerabilities among the various container images used. From the re-

sults, a number of images were found to have outdated packages that could be associated with critical or high-

level CVEs. Examples include: 

• Outdated system libraries in Ubuntu images 

• Vulnerable npm packages in Node.js images 

• Configuration issues in MySQL images 

The vulnerabilities were successfully categorized according to their severity. 

 

Fig. 4. Vulnerability scan report dashboard 
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5.3 Layer-based Forensic Results 

The forensic analysis component was able to detect the layers that caused the vulnerabilities. The analysis 

showed that: 

- The majority of the vulnerabilities were created by base layers of the images. 

- More software installations increased the vulnerability space. 

- Superfluous packages also led to vulnerability creation. 

The layer mapping process proved more effective compared to conventional vulnerability scanners. 

 

Fig. 5. Vulnerability analysis of Ubuntu container 

5.4 Performance Assessment 

Assessment of performance depended on the following criteria: 

• Size of the image 

• Installation of the package 

• Internet connection for updating the vulnerability database 

Small images entailed faster scan times, while large enterprise images entailed relatively longer scan times. 

However, automated testing reduced the need for manually conducting performance evaluations. 

 

Fig. 6. Performance assessment report summary 

5.5 Discussion 

Results obtained from experimental analysis demonstrate that the designed system is an efficient approach to 

incorporating vulnerability assessment with forensics. 

Layer-aware analysis is demonstrated as a reliable method for investigating causalities and assessing the overall 

security stance of container platforms. 

 

The methodology can be used with: 
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• Native cloud applications 

• DevSecOps frameworks 

• CI/CD systems 

• Enterprise containers 

6 Conclusion 

The use of containers has become an integral part of modern cloud-native architectures. However, the vulnerabil-

ities that exist within container images pose serious security threats to the extent that they can lead to system 

breaches. In this paper, we propose Container Image Threat Scanner with Layer-Aware Forensics that incorporates 

the concepts of automatic vulnerability scanning, forensic analysis of container layers, and automation in 

DevSecOps. Our proposed solution employs Trivy to detect vulnerabilities in containers and extends traditional 

vulnerability scanning by tracing vulnerabilities to their respective layers. The experimental verification proved 

that this system is capable of detecting vulnerabilities, analyzing them in terms of severity, and offering valuable 

forensics information. The automation of reports generation and CI/CD pipelines make the system useful for 

security monitoring practices. 

Areas for future research could include: 

• Runtime monitoring 

• Anomaly detection using AI techniques 

• Kubernetes security integration 

• Automatic repair for identified vulnerabilities 

• Behavior analysis of containers 

The system presented above improves container security through its practical, scalable, and automated design. 
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