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Abstract:

Blocking of Eavesdropping attack from data hacking process has attracted considerable attention
from the communities of privacy security and protection. In existing system, all attackers are not based upon IP
monitoring system and there is no noise aided security to collapse the hacker. So it is easy to crack the data
within a short duration. In the proposed system we include IP monitoring system and secret keys to hide the
data. In this method Advanced Encryption Standard (AES) algorithm is used for bitwise encryption technique
which will be secure for encryption. So it is very complex to hack the encrypted data. Encrypted hidden data is
generated using data hiding key. So, it will be very easiest method to block the eavesdropper.

Keyword: Eavesdropping attack, IP monitoring method, AES algorithm, Encryption technique and
cryptographic key.

1.Introduction:

Wireless network security issues continue to make current headlines attention has been drawn away
from the fact that wired networks are often affected by many of the same weakness. Eavesdropping attacks are
insidious, because it’s very difficult to know where they are occurring. So we use IP based monitoring system to
get the warning signal to block the attacker from the predefined authenticated node design. Cryptographic
encryption technique is used to encrypt the plaintext and AES algorithm is used to protect the encrypted data
using secret key generation and to send information to destination safely.

Wireless sensor networks (WSNSs) were initially motivated by the military for battlefield surveillance
[1], and now are further developed for various industrial applications such as the assembly line monitoring and
manufacturing automation for the sake of improving the factory efficiency, reliability, and productivity [2], [3],
which are referred to as the industrial WSNs [4]-[6]. In industrial WSNSs, due to the broadcast nature of radio
propagation, the wireless medium is open to be accessed by both authorized and unauthorized users, leading
WSNs to be more vulnerable to the eavesdropping attack than wired sensor networks , where communicating
nodes are physically connected with wire cables and a node without being connected is unable to access for
illegal activities. Therefore, it is of importance to investigate the protection of industrial WSNs against the
eavesdropping attack.

2.Eavesdropping Attack:

Eavesdropping is the unauthorized real time interception of a private communication, such as a phone
call, instant message, video conference or fax transmission. Eavesdropping is an electronic attack where digital
communications are intercepted by an individual whom they are not intended, it is the act of intercepting
communications between two points. In the digital world, Eavesdropping takes the form of sniffing for data in
what is called network eavesdropping. A specialized program is used to sniff and record packets of data
communications from a network and then subsequently listen to (or) read using cryptography tools for analysis
and decryption.
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Actual eavesdropping that is the simple act of listening to the other people talk without then knowing
it, can be done using current technology such as hidden microphones and records. Hacking into devices such as
IP phones is also done in order to eavesdrop on the owner of the phone by remotely activating the speaker phone
function. For example, “e-mail” if the sender has not encrypted the e-mail message and has not used digital
signature the attacker can exploit security loop holes on the network to launch the eavesdropping attack.

3.Advanced Encryption Standard Algorithm (AES):

Advanced version of data encryption and it is a symmetric key encryption algorithm. To overcome the
disadvantage of DES algorithm we move to AES. AES cipher has block length of 128 bit. Key size is
independently specified to 128,192, or 256 bits.AES parameters Ny = number of columns in the state, Nyx=
number of 32 bit words in the key Nr= Number of rounds.AES methods convert to state array, transformation,
key expansion.

Encryption technique: Encryption is a great defense against eavesdropping. By only using applications
and systems which use strong encryption, you can make an attacker’s life far more difficult. But it isn’t a
panacea, for a couple of reasons. First, we continue to see a dual pronged attack against encrypted data. Faster
PC’s reduce the time of an attacker needs to crack a password , cracking technologies, such as rainbow tables
can reveal password in seconds.

4.Cryptographic Key:

The term Cryptography means “secret writing”. An encryption algorithm transforms the plain text into
cipher text, a decryption algorithm transforms cipher text into plain text. Sender sends the information in the
form of plain text it is encrypted as the cipher text and decrypted as a original message called plain text to the
receiver. Cipher is used to different categories of algorithms in cryptography.

Cryptography is divided into two groups: Symmetric key and Asymmetric key. Symmetric key is a
secret key and asymmetric key is a public key. In symmetric key cryptography the same key is used by the
sender and receiver. In asymmetric key different key is used by the sender and receiver.

5.Block Diagram:

SENSOR

IP based connection Request and Response

SERVER

BLOCKING

Sink nodes

6.Software requirements:
Operating System : Windows
Simulator Tool : Net Beans 7.2.1
Language : Java
Development Kit : JDK1.7

Platform : Independent
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7.Simulation output :

In this project, we are using a NetBeans IDE 7.2.1 software for designing a layouts. The designing of
layouts includes labels, text fields, text areas, buttons and panels.The layouts for Sensor node, Monitoring node,
Sink nodes and Hacker node were designed and coded by “JAVA” language.

SENSOR NODE

Industrial Wireless Sensor Networks in the Presence of Eavesdropping Attack
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8.EXPECTED OUTPUT:

HACKER INFORMATION VIEW MONITER NODE

Q | nadRalancer - NetReans INF 7.4 - a8
File Edit View Navigate - = A Search (Cul+])
AN E i E— . .
ial Wireless Sensor Networks in the Presence of Eavesdropping Attack
Projects X |Files  |S =
- New H A
L-[EL Chenta MONITERING NODE (] Tabbed Pane
B clents Client A [ saroll Pane
b clentc S 192.168.1.11 Batch Received 6 2 Descop are
[ Clientd
B 192.168.1.11 (6] Layered P
b [Eb MainGr
[ mainr . O8] Button
. % Router Packets to Client Client B - Chedk Box
(8 server
~ Button Group
o[y shontt 192.168.1.11 L d
- [& ShowM s X -
|2l mages Events  Code
i [ TestPackages .
[ Lbraries Client C on EXIT ON_CLOSE  w [ ]
G (B TestLibraries -
[JFrame] - Havigator X
'@ FomCiente 192.168.1.11 0O =]
-5 Other Components W I e
&[] [Frame]
Client D
Client D Batchs o @ —
. \dBalancer (run) #6 X | 4 )
~
192.168.1.11
JL1 v
Loadgalancer (un) #6 | g (@ (Smore) | 1)1 |MS

HACKER NODE BLOCK

Router IP [192.168.1.11 | [ Comnect | |

You not Have a ANONYMOUS Client

Ok

1516
All Rights Reserved © 2016 IJARBEST



ISSN 2395-695X (Print)
ISSN 2395-695X (Online)
International Journal of Advanced Research in Biology Engineering Science and Technology (IJARBEST)

Vol. 2, Special Issue 10, March 2016
9.CONCLUSION:

In this paper, we propose an AES (Advanced Encryption Standard) algorithm for text
encryption and decryption of wireless transmissions from sensor to the sink nodes. AES algorithm is
more secure to transfer files from sensor to sink nodes. And also IP monitoring is provided to block
the Eavesdropping attack. IP provides the end to end communications between nodes. By IP
monitoring we can identify what are all the nodes are connected to the server and how much amount
of packets are have been receiving to the sink nodes from sensor. We can easily block the attacker by
IP monitoring.
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